


 
 

SYNOPSIS 

​
The Neuroscience of Phishing 

How human emotions are exploited with surgical precision in 
cyberattacks. 

In this book, Giuliano Paião dismantles the false sense of security 
built by firewalls, strong passwords, and two-factor 
authentication, and reveals the most vulnerable and exploited 
area of ​​digital security: the human mind. 

The Neuroscience of Phishing delves into the emotional roots 
that make cyberattacks effective, even against experienced 
professionals and companies with robust infrastructure. Faith, 
pleasure, and greed are not just emotions; they are cognitive 
triggers that, once activated, disarm critical thinking and pave the 
way for compromise. 

Using accessible yet technically precise language, the author 
presents scientific studies, real-world cases, social engineering 
techniques, open-source tools like GoPhish, and practical 
strategies for protecting what no antivirus can detect: human 
behavior. 

This is not just a book about cybersecurity. It's a manual of 
psychological warfare. A work that shows that the greatest 
attacks don't begin with lines of code, but with lines of thought. 

If you work with people, data, or decisions, this book is for you. 
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Chapter 1  

​
 The heart is the new endpoint. 

For decades, the cybersecurity industry has evolved with an 
almost exclusive focus on technology: smarter firewalls, antivirus 
software with advanced heuristics, multi-factor authentication, 
and virtually unbreakable encryption. But while the technical 
focus advanced, a critical area remained exposed:the human 
factorAnd not just any human aspect, but theemotion. 

Modern cyberattacks are no longer limited to exploiting 
vulnerable operating systems or applications. They target a 
deeper and far more susceptible layer:in mindSocial engineering 
has advanced. It's no longer a simple psychological trick. Today, 
it's structured, studied, automated, and executed with surgical 
precision. Its targets... They are not just devices, but sensations. 
Feelings. Instincts. 

​
"Men are generally guided more by their eyes than by their 
hands; for everyone can see, but few understand what they 

see."   
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​
Niccolò Machiavelli 

 

Sophisticated phishing doesn't rely solely on links or exploits. It 
rests on three universal psychological pillars, valid for any culture, 
any social class, any age:faith, pleasure and greedThese 
emotional triggers are so powerful that they disable critical 
thinking, suspend logical reasoning, and transform anyone into a 
vector of compromise. No credential is strong enough when the 
click comes from an emotional conviction. No system is... It is 
safe to say whether the operator is under the influence of a false 
promise of salvation, immediate pleasure, or easy wealth. 

It is at this point that the true [character/character] is 
born.zero-day of modern security. Not the one unknown to 
software vendors, but the one that silently resides in the human 
subconscious. The invisible flaw that can be exploited without 
leaving logs, without triggering alerts, and without activating any 
antivirus. The flaw that we all carry. 

It's important to recognize that current phishing campaigns have 
evolved in terms of narrative, aesthetics, and technique. The 
attacker no longer just wants you to click.He wants you to 
believe. He wants you. He wants what you need.
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Incident reports from recent years reveal a pattern: initial access 
is no longer gained through elaborate remote exploitation 
techniques. It's gained through seemingly harmless emails, short 
and highly personalized messages, sent at just the right moment. 
A well-written subject line. A brief text, but loaded with 
emotional meaning. A link disguised as urgent. One click. And 
then, everything begins to fall apart. 

 

In this book, we will explore in depth the emotional mechanisms 
behind the most sophisticated attacks of today. Each chapter will 
be dedicated to one of these pillars.FAITHthePLEASUREand 
toGREEDnot as abstract concepts, but as concrete attack 
surfaces. 

 

We will present scientific studies, real-world cases, and practical 
applications. And more than that, we will teach you how to 
defend your organization not only with technology, but with 
behavioral understanding and psychological maturity. 
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Your company's greatest vulnerability may not lie in its systems, 
but in its perceptions. The endpoint is no longer the 
computer.The new endpoint is the heart. 

 

 

 

 

 

​
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Chapter 2 ​
​

RELIGION: FAITH AS A COGNITIVE TOOL​
 

 

"Religion was used by the founders of republics as a 
necessary instrument to keep the population obedient and 

united." 

Discourses on the First Decade of Livy 
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Niccolò Machiavelli 

 
From the dawn of civilization, faith has been a fundamental pillar 
of the human experience. In Paleolithic caves, in the temples of 
Ancient Egypt, in medieval cathedrals, and in modern churches, 
the desire to believe in something greater has always 
accompanied humankind.faithIt offers comfort, meaning, and a 
shield against uncertainty. And precisely because it is so deeply 
rooted, it is also exploitable. 

Social engineering based on religious themes is one of the most 
effective forms of psychological phishing. Unlike traditional 
attacks that exploit technical vulnerabilities, this approach directly 
targets the core of personal conviction. When a message appeals 
to faith, it bypasses logical reasoning and connects to an 
emotional blind spot. People don't read carefully when faced 
with what they believe to be a miracle, a revelation, or an attack 
on their beliefs. They react. 

In a polarized world, where debates about faith occupy space in 
parliaments, on social media, and in the streets, a simple phrase 
like "see what they discovered about the end times" can lead 
thousands of people to click instantly. And the more aligned the 
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message is with the individual's worldview, the more effective it 
will be. Spiritual curiosity transforms into digital impulsiveness. 

Phishing campaigns using religious content have been widely 
used in large-scale attacks. During the pandemic...COVID-19For 
example, emails impersonating spiritual leaders, from pastors to 
imams and rabbis, circulated globally, offering divine advice, 
prayer requests, or even miraculous healings. Many of these 
emails contained links to malware that, once clicked, silently 
installed backdoors on personal and corporate devices. 

In the study “Religion and the Psychology of Meaning”, 
published by Routledge and Shariff in 2013, this logic is 
reinforced by showing that faith acts as an emotional and 
cognitive stabilizer. When activated, it reduces mechanisms of 
doubt and strengthens the propensity for immediate action. This 
characteristic, so valuable from a human perspective, becomes a 
vulnerability when manipulated by an attacker. 

​
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Case Study 

The coup at St. John's Church 

 

Motivation for the Attack 

With faith and trust as a shield, religious communities are ideal 
targets for phishing attacks. Scammers know that believers have 
an affectionate and respectful relationship with their spiritual 
leaders, which facilitates the use of religious authority as a vector 
for emotional manipulation. 

In May 2023, cybercriminals began exploiting this very bond of 
trust to carry out financial scams. 

  

Who were the targets? 

The targets were members ofSt. John's Episcopal ChurchIn 
the United States, parishioners were accustomed to receiving 
communications from the church via email. The simple fact that 
a new name, Mr. Leslie, had been added to the parish's official 
website was enough for the attackers to launch the scam. 
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TECHNIQUE USED 

1- The attackers created fake (spoofed) emails impersonating 
religious leaders from the parish, such as Mr. Leslie and Fr. 
Lonnie. 

2- They used email addresses that looked similar to the official 
ones, but were not verified. 

3- The messages contained emotional and urgency triggers, with 
phrases such as: 

4"I need a favor urgently." 

5- "Immediate attention required" 

6- The emails asked victims to buy gift cards and send the codes 
via email – a common form of untraceable money transfer. 

 

7- In some cases, victims were redirected to fake websites 
(phishing websites) to steal their financial data. 
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Evidence of the attack. 
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WHY THE ATTACK WORKED 

 

The exploration of FAITH And the religious authority created a 
scenario where the victim lowers their guard. After all, who 
would suspect a request coming "from the priest himself"? 

Furthermore, the language used was approachable and familiar, 
mimicking the regal tone of the church's religious leaders. 

The psychodynamics of faith doesn't demand proof; it demands 
surrender. And it is in that moment of surrender that the 
malicious link is accessed, the credentials are entered, and the 
system begins to crumble. 

To defend against this type of attack, it is crucial that companies 
do not treat users solely as technical agents. Security training 
needs to include emotional and social contexts. It is necessary to 
talk about religion without offending, but with the clarity that it 
is also an attack surface. The creation of adaptive filters that 
identify emerging religious patterns, the use of tools such 
as...VirusTotal, UrlScan, MXToolbox and the analysis of 
campaigns using spiritual keywords should form part of the 
emotional defense matrix.​
More than ever, faith needs to be respected, but also understood 
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as part of the modern cyber game. In a world where messages are 
read with more emotion than reason, true protection begins with 
understanding the human soul.  
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Chapter 3 

​
PLEASURE: ORGASM AS A VECTOR OF 

IMPULSIVITY 
 

The human mind is designed to seek rewards. Among all the 
body's natural rewards, sexual pleasure occupies one of the 
highest places in the hierarchy of desires. It is instinctive, 
irrational, and almost always urgent. This impulse is not merely a 
biological experience, but an exploitable weakness with a very 
high success rate in social engineering campaigns. 

Unlike fear, which paralyzes, pleasure mobilizes. It propels us to 
act, often without reflection. And it is precisely this pattern of 
automatic action that makes pleasure, especially sexual pleasure, 
an effective vector for the compromise of systems and identities. 

In corporate environments, the desire for privacy and secrecy 
about intimate behaviors creates the perfect breeding ground for 
manipulation. No one wants to admit to accessing adult content 
during work hours. No one wants anyone to know they received 
an erotic message. This silence and shame become allies of the 
attacker. 
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"If man controlled his tongue and his sexual impulses, 
many wars would have been avoided." 

Socrates 
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 Centuries later, we remain vulnerable to the same 
impulses. And in cyberspace, the price of not controlling 

that impulse is high.. 

One of the most notorious cases occurred in 2020, when a 
phishing campaign was spread through emails supposedly sent by 
coworkers. The subject line was suggestive: “Look what they 
leaked about you.The body of the email contained a link to a 
page that supposedly contained intimate photos of the victim or 
someone close to them. The page, a replica of popular 
media-sharing websites, required login access to view them.In 
less than 48 hours, thousands of users had handed over 
their corporate credentials in more than ten countries. 

These attacks are effective because they operate on the limbic 
system, the brain region responsible for emotions and 
motivation. According to the study“The Neurobiology of 
Sexual Behavior”, published inFrontiers in 
Neuroendocrinology by Pfaus et al. (2009)However, orgasm 
activates the same brain circuits stimulated by opiates like 
morphine. This discovery positions sexual pleasure not only as a 
desire, but as a powerful reducer of rational judgment. 

Case study 
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WHEN G20 CLICKED ON NUDITY 

There was tension in the air. It was the G20. World leaders 
gathered, secrets exchanged behind closed doors, decisions that 
could change the course of the global economy debated in 
discreet rooms. And then, amidst the diplomacy and protocols, 
desire arose. 

During the summit held in Paris in 2011, delegates and 
government representatives from countries such asCzech 
Republic, Bulgaria, Portugal, HungaryandLatviaThey began 
receiving discreet emails with an almost irresistible subject line: 

 

"See intimate photos of Carla Bruni." 

Carla Bruni, former First Lady of France, renowned model, 
symbol of beauty and elegance. A woman who attracted attention 
and who, in that context, became a target. 

The link seemed harmless. After all, who would suspect 
something like that in the middle of an international conference, 
amidst so many commitments and sensitive information? The 
click was quick. Automatic. Curious. And that was exactly what 
the hackers were hoping for. 
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Evidence of the Case 

​

 

​
Upon accessing the link, the delegates' devices were silently 
compromised. OnetrojanIt installed itself without fanfare, 
granting the attackers complete remote access to the machines. 
They could see, hear, capture, track. Nothing was safe anymore. 
Desire had overcome judgment. 

The attack, according to investigations, originated inChinaThe 
objective? High-level espionage. Strategic information, classified 
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decisions, internal communications—everything was now at their 
disposal.cyber spiesWhat seemed like just an "inconvenient" 
email turned into one of the biggest cybersecurity breaches 
within an international event. 

This case revealed an unsettling secret: no matter how trained, 
experienced, or important the target is, we all have emotional 
weaknesses. 

There, among ministers and diplomats, what collapsed was not 
just the security of the devices. The myth of invulnerability fell. 
The confidence in discretion. And, above all, the belief that 
desire can be contained by reason with a simple click. 

 

This is the true power of social engineering: it doesn't break 
systems, it breaks people. This neurological response implies that, 
when faced with a promise of pleasure, the brain reduces the 
activity of the prefrontal cortex—the region responsible for 
critical thinking, risk assessment, and impulse control. This is 
why even experienced professionals, when confronted with 
sexual lures, make basic safety mistakes. The click, in this context, 
is more emotional than rational. 
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Case study 

 

Desire brought down NATO soldiers. 

 

Another notorious campaign took place in military settings. In 
2018, soldiers from a base...I WILLThey received invitations to 
add a supposed model on a social network. Private conversations 
were initiated, with suggestive photos being sent and promises of 
intimate videos. In exchange, the sending of a"new version"of a 
video application.The file, obviously, was a Trojan with 
keylogging, data exfiltration, and silent persistence capabilities.
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The result: compromised multiple terminals and remote access to 
the base's internal systems. 

 

Evidence of the case (training) 

 

 

From the attacker's point of view, the sexual vector is simple to 
execute and offers a very high return. It only requires aligning 
three elements: a suggestive image, a plausible narrative, and a 
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shortened link. The victim fills in the rest with their own 
imagination. 

For the defense, it is crucial to recognize that this type of bait 
cannot be treated as taboo. Ignoring its existence does not make 
it any less effective. Companies need to include the topic of 
pleasure and sexuality in awareness training. Internal campaigns 
should address the risks of erotic social engineering with 
seriousness and respect, but firmly. 

From a technical standpoint, it is possible to implement 
containment and prevention measures, such as: 

 

I.​ Traffic monitoring for domains with dubious 
reputations, especially those associated with 
pornography. 

II.​ Blocking shortened links and implementing URL 
preview systems. 

III.​ Using intelligent content filters with machine 
learning trained on sexual phishing patterns. 

IV.​ Erotic phishing simulations using tools like GoPhish, 
with metrics tracking and targeted educational 
reinforcement. 
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In addition, it is possible to use tools such asCortex XSOAR, 
Proofpoint TAPandZscalerfor proactive detection of 
campaigns with this characteristic, including semantic analysis of 
embedded messages and images. 

 

Ultimately, pleasure will remain a powerful driver as long as it's a 
poorly understood desire. The challenge of modern security is 
developing strategies that protect people from themselves. 
Because the real exploit isn't the malicious code. It's the story the 
victim tells to justify the click.  
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Chapter 4 
Greed: The insatiable desire for more. 

 

If pleasure drives the moment, greed drives entire projects. It's a 
quieter emotion than lust, less controversial than faith, but no 
less dangerous. Greed presents itself as legitimate ambition, as a 
goal, as a desire to grow. However, when manipulated, it opens a 
breach as serious as any critical vulnerability. And that's exactly 
what cybercriminals exploit: the human desire for more, more 
money, more prestige, more ease, more return. 

Unlike other emotional triggers, greed is socially accepted and 
even encouraged. It's present in advertising campaigns, promises 
of miracle courses, financial gurus, and exaggerated meritocratic 
discourse. Precisely for this reason, it's difficult to recognize it as 
a security flaw. But it is. 

Social engineering driven by greed has become one of the main 
drivers of digital compromise, especially in corporate 
environments. Executives in a hurry for profit, employees 
seeking extra income, or even ordinary users looking for quick 
opportunities are all potential targets. 
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A prime example occurred in Brazil in 2021 during the 
cryptocurrency investment boom. An email circulated with the 
title "New currency promises 300% appreciation in 15 days - 
exclusive analysis by Forbes." The email contained forged graphs 
and links to a cloned investment platform. When attempting to 
register, victims entered bank details, personal information, and 
even scanned identity documents. In less than three weeks, more 
than 1,200 people had been scammed, with losses exceeding 
R$12 million. 

 

"Men are generally driven by two great passions: love and 
fear. But few can resist the promise of gain." 

Niccolò Machiavelli - The Prince 
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Case study 

 

The day Twitter was hacked. 

 

The promise was simple, irresistible, and destructive:"Send any 
amount in Bitcoin and receive double back"The bait was 
thrown in mid-air, greed was the hook, and the world took the 
bite. 

On July 15, 2020, Twitter, one of the world's largest 
communication platforms, was the scene of one of the most 
audacious cyberattacks in modern history. Verified accounts, 
symbols of digital authority, were transformed into instruments 
of fraud.Elon Musk, Barack Obama, Apple, UberAmong 
many others, they became puppets in a cruel manipulation. 
Behind the curtain, young people with technical knowledge and 
an invisible weapon: social engineering.  

 

​
THE ORIGIN OF THE COUP: WHEN GREED 

ENTERS THE SCENE 
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It all started with a convincing lie. But it wasn't just any lie; it was 
a promise of instant wealth. A message dressed in generosity, 
advertised through globally trusted profiles: “We are giving back 
to the community. Send Bitcoin to this address and receive 
double in minutes.” 

Greed speaks directly to the most primitive part of the human 
mind. The desire for easy profit is like wildfire; it spreads quickly 
and burns logic. In less than thirty minutes, the scammers 
collected over $100,000 in Bitcoin, simply because people 
believed they were about to double their money. But what no one 
imagined was how, behind the scenes, the hackers had infiltrated 
the platform's nervous system. 
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Evidence of the case 
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MANIPULATION ENGINEERS 

 

The attack didn't begin with complex code, but rather with 
voices on the phone. What the hackers did was as old as it is 
effective: they used social engineering. Disguised as members of 
Twitter's IT team, they contacted real employees, gained their 
trust, and gradually stole access credentials. 

This type of approach is called spear phishingA focused, 
personalized hunt, where every move is calculated to break down 
resistance and convince the victim. The deceived employees gave 
up what the attackers wanted most: direct access to the 
company's administrative tools. 

 

 

 

 

 

 

30 
 
 

 



 
 

THE KEYS TO THE KINGDOM 

With access in hand, the hackers unlocked a kind of internal 
"control panel," known as an agent tool, capable of resetting 
passwords, changing emails, and taking complete control of any 
account. 

Imagine a castle, where the gates are locked with passwords and 
authentications. Now imagine that someone got hold of the 
master key to all those gates. That's what happened. The invaders 
didn't even need the users' real passwords. With the internal tool, 
they were able to manipulate everything, and they did it in grand 
style. 

 

THE IMPACT 

Around 130 accounts were compromised. These were not 
ordinary accounts. They were symbols of authority, power, and 
global trust.Elon Musk, Joe Biden, Bill Gates, Apple…they all 
seemed to be promoting the same message. 

The move was surgical. Within minutes, thousands of people 
around the world believed they were participating in a legitimate 
act of charity or gratitude.greedIt blinded skepticism. The 
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promise of financial return, coming from such respected names, 
seemed too genuine to be questioned. 

 

THE COUNTERATTACK 

Twitter's response was swift and desperate. To contain the 
damage, the company temporarily blocked verified accounts 
from posting tweets. For the first time, the big players were silent. 
A silence imposed by vulnerability. 

Meanwhile, a task force was formed to understand the magnitude 
of the failure. Internal investigations began. Cybersecurity 
agencies were called in. Panic had already set in, not only because 
of the stolen money, but also because of the breach of trust. 

The investigation led to the arrest of three individuals. The 
leader? A young man of only 17 years old, from Florida. A boy 
with more skills than maturity, guided by the same desire as his 
targets: easy profit, recognition, and power. 

They faced charges of wire fraud, system intrusion, and money 
laundering. But what this case showed us goes beyond a criminal 
trial. It showed how even the most powerful platforms are 
vulnerable to human manipulation. 
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Twitter's biggest mistake wasn't a technical failure. It was human 
error. Trust, lack of training, the absence of multi-factor 
authentication for critical actions—all of this created 
vulnerabilities that not even the best firewall could protect. 

This attack taught the world that cybersecurity is not just about 
technology, but also about psychology. That thegreedIt is often 
the weakest link in the chain. And when exploited by malicious 
minds, it can bring down even the giants of the digital age. 

 

"Trust is built in drops, but lost in buckets." 

Kevin Mitnick 
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This chapter was more than just an account of an invasion. It was 
a mirror of the human condition in the face of the promise of 
easy money. And a warning: as long as there is greed there will 
be those who exploit it. 

These attacks don't just work because of the compelling 
aesthetics or website design. They work because they tap into an 
internal narrative: that"This time it will work out".or of 
what"Nothing ventured, nothing gained"It is a model of 
exploitation based on economic hope. 

The study“Greed, Envy and Financial Decision 
Making”,published byRao e George em 2016 no Journal of 
Behavioral and Experimental EconomicsThis demonstrates 
that greed activates the same neurological circuits as fear and 
euphoria. It is an emotion that diminishes self-control, 
compromises logical reasoning, and leads the individual to ignore 
obvious warning signs. The promise of immediate gain negates 
prudence. 

In a simulation conducted by a large security consulting firm in 
the United States, a Red Team sent emails to 100 CFOs of 
publicly traded companies. The subject line was 
simple:"BlackRock report with strategies to multiply your 
capital in the next 30 days."Seventy-four people clicked. 
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Fifty-two filled in their details on a fake landing page. Forty-six 
handed over full access to their corporate email account. 

What this statistic reveals is not just a technical problem, but a 
human phenomenon: blind greed. And when it manifests at the 
top of the hierarchy, the risk spreads throughout the entire 
organization. 

 

To mitigate this type of threat, it is essential to implement 
policies that go beyond traditional awareness campaigns. Some 
strategies include: 

I.​ Simulated phishing campaigns using financial bait: 
promises of bonuses, investments, productivity 
rewards. 

II.​ Behavioral analysis based on suspicious engagement 
with unauthorized investment materials. 

III.​ Integration of tools such as DNSTwist, Phishtank, 
OpenPhish, and urlscan.io to monitor clones of 
brokerage firms, investment platforms, and bank 
websites. 

IV.​ Creating adaptive filters based on machine learning 
to detect fraud attempts based on the linguistic 
pattern of greed. 
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From a cultural standpoint, companies should reconsider their 
discourse on"Meritocracy at any cost."A corporate 
environment that fosters aggressive, unethical rewards also 
creates fertile ground for the illusion of an unmissable 
opportunity. 

Greed, like pleasure, is never satisfied.Each achievement 
opens the door to new ambition. The German philosopher 
already warned: 

 

"We live in an endless cycle between the desire to possess 
and the boredom after conquering." 

Arthur Schopenhauer 
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This mechanism is precisely what attackers use as an emotional 
basis for manipulation. 

No company is immune. No person is free. The difference 
between security and compromise, in this case, lies in the ability 
to recognize that what seems too good to be true almost always 
is. And when the instinct to accumulate outweighs the logic of 
evaluation, the vulnerability has already been exploited before the 
click even happens.  
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Chapter 5 
 

O ZERO-DAY FROM THE HUMAN MIND 

 
The term “zero-day”It's familiar to any information security 
professional. It represents a vulnerability unknown to developers 
and vendors, with no patch yet available, that can be exploited 
silently and devastatingly. Generally, the most valued zero-days 
on the black market are those that allow remote code execution, 
privilege escalation, or persistent access without detection. But 
there's a type of zero-day you won't find in operating systems, 
browsers, or frameworks. It's in the human mind. 
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Unlike technical flaws, cognitive vulnerability cannot be fixed 
with software updates. It's not a faulty line of code, but a 
neurological condition: susceptibility to manipulation. This 
invisible zero-day manifests itself through cognitive biases, 
emotional impulses, and behavioral patterns that have been 
shaped throughout human evolution. And it is extremely 
exploitable by attackers who understand human behavior as well 
as they understand networks and protocols. 

 

Among the main vectors of emotional exploitation that fit into 
this category are the well-known:FAITH, PLEASURE AND 
GREEDHowever, the true power of the zero-day mentality lies 
in the sum of these factors with the context. An email with 
religious appeal might go unnoticed on an ordinary day, but it 
can be extremely effective during a time of social instability. An 
erotic link might be ignored during work hours, but it becomes 
irresistible during lonely times. A financial offer might seem 
suspicious in times of stability, but it becomes plausible amidst 
economic crises. 

Exploring the emotional zero-dayIt is therefore contextual 
and personalized. Modern attackers use over-the-counter 
intelligence (OSINT) techniques to deeply understand the target 
before casting their bait. Social networks, public comments, 
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leaked email lists, visible preferences, and engagement patterns 
are analyzed to build a psychological profile. This practice, 
known as emotional profiling, allows the phishing message to be 
precisely tailored to the victim's beliefs, desires, and weaknesses. 

In one of the tests conducted by a security company focused on 
social engineering, phishing emails were created based on a prior 
analysis of employee profiles. The team used tools to scan social 
networks, forums, and public data. One of the targets, identified 
as a father of three and involved with a local religious group, 
received an email with the subject line..."Emergency prayer 
campaign for sick children - participate and share."The link 
led to a page identical to the institution's official website, with a 
"confirmation of attendance" form. By filling it out, the target 
handed over access credentials. The campaign had a 78% success 
rate and was terminated after seven minutes of operation. 

This simulation revealed what many experts already know: the 
weakest link in security is not technical. It's emotional. And when 
emotion is aligned with timing, context, and personalization, not 
even the most highly trained professional is immune. 

There is an additional aggravating factor. The educational and 
corporate systems teach users to identify technical threats—file 
extensions, suspicious URLs, grammatical errors. But few know 
how to identify emotional threats. No one is trained to recognize 
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when they are being psychologically manipulated. This lack of 
preparation transforms each employee into a latent vector. 

Protection against the zero-day of the human mind begins with 
recognizing one's own fragility. Awareness of our vulnerability is 
the first step in mitigating risks. Organizations need to go beyond 
conventional training and invest in emotional education, 
psychology applied to safety, and building a culture that fosters 
critical thinking. 

Some practical actions include: 

i.​ Mapping behavioral profiles using predictive 
analytics tools; 

ii.​ Continuous simulations with contextual and 
emotionally charged scenarios; 

iii.​ Manipulation recognition training with a focus on 
cognitive biases; 

iv.​ Integration of psychologists and behavioral scientists 
into awareness teams. 

The human mind is a complex system, and like any system, it is 
subject to flaws. What makes it different is that these flaws are 
invisible to the scanner, unpredictable to the SIEM, and often 
denied by the victim themselves. This is why this is the most 
dangerous zero-day of all. 
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"The human soul is stronger than anything, except desire, 
which it does not understand." 

Napoleon Bonaparte 
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Chapter 6 
 

The Anatomy of an Emotional Breakdown 

FROM BAIT TO COMMITMENT 

 

The effectiveness of a social engineering attack lies not only in 
the technical quality of the fraud, but also in how it is conducted 
from beginning to end. Just as a traditional digital attack follows a 
chain of events—recognition, exploitation, access, and 
persistence—an emotional attack also follows a logical structure. 
The difference lies in the vectors used. Instead of network 
packets or malicious code, narratives, psychological triggers, and 
carefully crafted language are employed. 

This chapter presents the complete anatomy of an emotional 
attack, analyzing each step based on real-world examples and 
technical-behavioral structure. The goal is to demonstrate how 
human manipulation can be systematized and reproduced with 
precision similar to the development of a malware campaign. 
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RECOGNITION  

EMOTIONAL OSINT 

 

Every attack begins with information. In the case of emotional 
social engineering, this information is not limited to network 
infrastructure or systems in use. It focuses on the victim's 
behavior. Social networks, public comments, profiles on 
professional platforms, consumption habits, and engagement 
history provide the attacker with a rich database. With this, it is 
possible to infer religious beliefs, sexual preferences, financial 
conditions, emotional bonds, and even moments of personal 
vulnerability, such as grief or recent job loss. 

In 2019, an attack targeting an HR executive at a multinational 
company exploited a public post in which she mentioned the 
death of a family member. Days later, she received an email from 
a supposed emotional support network. The message was 
genuinely sensitive, and the link led to a fake registration page 
that required logging in with a corporate email address. The 
emotional recognition had been accurate. 

Tools such asMaltego, SpiderFoot, FOCAAdvanced data 
collection modules via Python are widely used for this phase. 
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They allow for cross-referencing public data, generating dossiers, 
and identifying emotional entry points. 

 

PREPARING THE NARRATIVE 

BAIT CONSTRUCTION 

With the target's emotional profile in hand, the attacker begins to 
structure the message. This construction follows principles of 
persuasive psychology. Terms such as scarcity, urgency, authority, 
reciprocity, and social proof are applied to the content to reduce 
critical thinking and stimulate action. 

Language is key. Emails written with deliberate typos are 
becoming less and less common. Today, criminals invest in 
professional copywriting, short, objective texts that generate 
maximum impact with minimal resistance. The goal is to create a 
quick and emotional reading experience, capable of producing an 
automatic decision. 

 

Example: "You have been selected from among the most faithful 
members of our congregation. Click below to confirm your 
attendance at the special meeting with spiritual leaders." The 
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content, in a single paragraph, evokes faith, status, and the fear of 
missing a unique opportunity. 
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EXECUTION 

The initial submission and interaction. 

Once the bait is created, it's launched via email, direct message 
on social media, messaging apps, or even by phone. The goal 
isn't just clicks, but emotional engagement. More sophisticated 
campaigns involve an initial conversation, followed by a call to 
action. This approach is common in romance scams, charity 
scams, and financial manipulation. 

To the landing page (landing page) is treated with the same 
aesthetic care. Often, perfect clones of legitimate platforms are 
used. Frameworks such asSET (Social Engineering Toolkit), 
Evilginx2, Blackeye e ModlishkaThey allow capturing cookies, 
session tokens, and credentials in real time, even with MFA. 
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COMMITMENT 

DATA DELIVERY OR ACTION EXECUTION 

 

Compromise can occur in various ways: sending credentials, 
installing malware, bank transfers, sending documents, or remote 
access. In all cases, success depends on the depth of emotional 
manipulation. The more involved the victim is, the greater the 
level of trust and, therefore, the level of surrender. 

Successful social engineering campaigns don't just obtain data. 
They install narratives. Many victims, even after realizing they've 
fallen for a scam, have difficulty accepting their mistake because 
the narrative resonated emotionally. This resistance hinders a 
rapid response to the incident and encourages the attack to 
persist. 

 

 

48 
 
 

 



 
 

POST-COMMITMENT 

PSYCHOLOGICAL AND TECHNICAL 
PERSISTENCE 

After the initial compromise, the attacker can continue exploiting 
the emotional bond. In relationship scams, for example, the 
criminal maintains the conversation, requests more data, and uses 
emotional blackmail to gain further access. In corporate contexts, 
it is common to use a compromised email account to send 
internal messages and compromise other team members, 
exploiting trust between colleagues. 

Persistence also occurs technically. Lightweight malware, such as 
stealers and keyloggers, are used to maintain access, monitor 
habits, and prepare new attacks, now with greater depth. 

 

REVISION 

The anatomy of an emotional attack reveals that we are facing an 
extremely adaptable exploitation model. It doesn't rely on 
vulnerabilities in software, but in people. It is silent, difficult to 
track, and often harmless in the eyes of traditional security 
solutions. 
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Recognizing each phase of this process is the first step in 
combating it. Defense must go beyond technique. It is necessary 
to invest in emotional intelligence, critical thinking, behavioral 
analysis, and, above all, the ability to recognize that...Everyone, 
regardless of their position or background, carries within 
them an exploitable flaw.. 
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Chapter 7 

 

REALISTIC SIMULATIONS WITHGOPHISHAND 
EMOTION-BASED CAMPAIGNS 

 

Theory is essential, but security only improves with applied 
practice. In this chapter, you will learn how to build a realistic 
emotional phishing campaign, step by step, using one of the most 
effective open-source tools on the market:GoPhishThis tool 
allows you to simulate phishing attacks in controlled 
environments, collect accurate metrics, and strengthen the team's 
emotional maturity in the face of real threats. 

Internal simulations aren't just for "testing clicks." They're for 
understanding how, why, and when people click, and more than 
that: they're for adjusting culture, processes, and technology. 

Below, you will find a complete guide, from installation to final 
report, focusing on campaigns based on emotional triggers such 
as faith, pleasure, and greed. 

INTRODUCTION TO GOPHISH 

51 
 
 

 



 
 

GoPhish is a free and open-source phishing attack simulation 
platform developed in Go. It offers a simple, intuitive, and robust 
web interface for creating customized campaigns, managing 
users, and viewing results in real time. 

Requirements: 

I.​ Operating system: Windows, Linux, or macOS 
II.​ Internet access for sending emails. 

III.​ SMTP account (real or fake, depending on the type of test) 
IV.​ Administrator access (to open ports, if necessary) 

 

Download: 

I.​ Visit the official website: https://getgophish.com 
II.​ Clique em Download Latest Release 

III.​ Choose the corresponding operating system. 
IV.​ Extract the files to a folder of your choice. 
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INSTALLATION AND EXECUTION 

 

No Windows: 

I.​ Extract the .zip file. 
II.​ Open the Command Prompt in the folder where the 

executable file is located. 
III.​ Execute o gophish.exe 
 
No Linux/macOS: 
 

I.​ Extract the .tar.gz file. 
II.​ Grant execute permission: 

III.​ chmod +x gophish 
IV.​ Execute. ./gophish 
V.​ Administrative interface (web panel): 

https://localhost:3333 
VI.​ Landing page interface: https://localhost:80 (or another 

address you define) 
VII.​ Default Username: Email: admin@gophish.io and 

Password: gophish 

It is recommended to change your password immediately in the 
control panel. 
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INITIAL CONFIGURATION 

SMTP (email sending server) 

You can use: 

I.​ An internal company SMTP server (ideal for internal 
testing) 

II.​ A test server like Mailtrap (for a controlled 
environment) 

III.​ A legitimate service like Gmail or SendGrid (not 
recommended without permission) 
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EMAIL TEMPLATES 

Create emails with emotional language: 

I.​ Faith: "Urgent message from your spiritual group" 
II.​ Pleasure: "Intimate video available - check it out now" 

III.​ Greed: "You have been pre-selected for a bonus of R$ 
3,000" 
 

TECHNICAL TIPS 

I.​ Use variables like {{.FirstName}} to customize 
II.​ Insert links to cloned pages (landing pages). 

III.​ Enable click tracking and fake credential collection 
(controlled environment only!) 

 

CREATING THE CAMPAIGN STEP BY STEP 

I.​ Login to the dashboard 
II.​ Go to Sending Profiles 
I.​ Configure your email and SMTP server. 

II.​ Go to Email Templates 
III.​ Create or edit your template. 
IV.​ Insert a fake link using {{.URL}} 
V.​ Go to Landing Pages 
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VI.​ Clone real pages (with or without password capture) 
VII.​ Enable fake data collection if you want to track 

submissions. 
VIII.​ Go to Users & Groups 

IX.​ Import users (name + email) 
X.​ It can be in CSV format. 

XI.​ Go to Campaigns 
XII.​ Give the campaign a name. 

XIII.​ Choose the user group. 
XIV.​ Choose an email template. 
XV.​ Choose the sending profile 

XVI.​ Start the campaign 

 

EXECUTION AND MONITORING 

As soon as the campaign starts, you will see it in real time: 

1)​ How many emails were sent? 
2)​ How many were opened? 
3)​ How many links were clicked? 
4)​ How many (fake) credentials were submitted? 

You can export the campaign data as CSV or JSON for further 
analysis.​
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​
DELIVERY OF FINAL REPORT​

 

To document and present the simulation results, follow this 
structure: 

 Executive Summary 

⇒​Simulation objective 

⇒​Type of emotional engineering used 

 

Methodology 

⇒​Tool used (GoPhish) 

⇒​Emotional triggers explored 

⇒​Number of users tested 

Results 

⇒​Email open rate 
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⇒​Click-through rate 

⇒​Number of credential submissions 

⇒​Average reaction time 

 

Analysis 

⇒​Which triggers were most effective? 

⇒​Is there a correlation with job title, area, or profile? 

 

Recommendations 

⇒​Corrective actions 

⇒​Need for specific training 

⇒​Technical protection adjustments 

Considerations 
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Emotion-based simulations are not just technical tests; they are 
behavioral training. By using tools like GoPhish responsibly, your 
company develops real immunity against modern threats. Every 
click is a lesson. And every metric is an opportunity to grow. 
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Chapter 8 

 

Emotional and Technical Defense Checklists 

 

Protection against cyberattacks based on social engineering 
requires more than firewalls, antivirus software, and password 
policies. As demonstrated in previous chapters, the greatest 
vectors of compromise are not technical, but human. And when 
the entry point is an emotion like...faith, pleasure or greedThe 
response needs to combine emotional structure, technical 
protocols, and strategic education. 

In this chapter, I present a series of checklists divided by context. 
Each one can be used directly in practice, whether in prevention, 
auditing, or incident response actions. 
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Emotional Protection Checklist for Employees 

 

Aim:  

To strengthen employees' awareness and emotional resilience in 
the face of phishing campaigns and psychological manipulation. 

I.​ ( ) The company offers monthly or quarterly training 
focused on emotional social engineering. 

II.​ ( ) The training includes sensitive topics such as religion, 
sexual content and financial promises, using appropriate 
language. 

III.​ ( ) Employees know how to identify phrases that trigger 
feelings of urgency, scarcity, and authority. 

IV.​ ( ) The team has the freedom to report suspicious 
messages without fear of retaliation. 

V.​ ( ) There is a clear and accessible channel for reporting 
phishing emails. 

VI.​ ( ) Employees were exposed to phishing simulations with 
personalized emotional triggers. 

VII.​ ( ) The HR or management team monitors potential 
moments of emotional vulnerability (grief, dismissal, 
conflict) that could be exploited. 
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VIII.​ ( ) There is internal content or guides on emotional safety 
for individual use. 

IX.​ ( ) The company promotes a culture of active listening, 
reducing isolation and susceptibility to external narratives. 

X.​ ( ) The emotional behavior of employees in relation to 
digital communications is periodically evaluated. 
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Technical Checklist for Mitigating Attacks Based on 
Emotional Phishing 

 

Aim:  

To ensure that the security infrastructure is prepared to identify, 
block, and respond to social engineering-based attacks. 

I.​ ( ) Active DNS Filtering blocking newly created domains 
or those with low reputation. 

II.​ ( ) Integration with tools such asPhishTank, OpenPhish, 
VirusTotal API and urlscan.io. 

III.​ ( ) Monitoring of similar domains usingDNSTwistto 
identify typosquatting. 

IV.​ ( ) Antivirus and EDR with behavioral detection and 
integration with threat intelligence. 

V.​ ( ) Analysis of outbound traffic to detect connections to 
suspicious servers after clicks. 

VI.​ ( ) Sandboxing mechanism for pre-analysis of attachments 
and links received by email. 

VII.​ ( ) Centralized SIEM logs with alerts for emotionally 
sensitive keywords (and: “miracle”, “urgent”, “intimate 
video”, “quick profit”). 
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VIII.​ ( ) Spoofed emails blocked via correctly configured SPF, 
DKIM, and DMARC. 

IX.​ ( ) Network segmentation with lateral propagation 
limitation after compromise. 

X.​ ( ) MFA is mandatory, including for email and access to 
internal systems even on mobile devices. 

 

 

Strategic Management and Organizational Culture 
Checklist 

 

Aim: 

Aligning emotional and technical security with leadership, 
processes, and organizational decision-making. 

I.​ ( ) Leaders are trained to understand and identify social 
engineering targeting executive positions. 

II.​ ( ) There is a clear policy for secure communication, 
including for emergencies or internal mobilization. 

III.​ ( ) All leadership went through spear phishing simulations. 
IV.​ ( ) The organization adopts the security champions model 

in higher-risk sectors. 
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V.​ ( ) There is a policy for rapid response to leaks or 
exposures of public team data. 

VI.​ ( ) Awareness campaigns are updated based on real events 
(e.g., recent attacks on companies in the same sector). 

VII.​ ( ) The organization invests in language diversity in 
training (visual, textual, oral) to reach different cognitive 
profiles. 

VIII.​ ( ) Metrics of emotional maturity and behavioral resilience 
are used in human risk reports. 

IX.​ ( ) There is a budget allocated to emotional safety in the 
annual awareness plan. 

X.​ ( ) Internal communication reinforces safety as a culture 
and not as a punishment. 

 

Defending against emotional attacks is not a task exclusive to the 
security team. It begins with individual behavior, extends to 
organizational culture, and is consolidated through technical and 
educational processes. The checklists presented here serve as a 
working basis for building a protection architecture that does not 
ignore the human factor, but values ​​it as a central link in security. 

In the next section, we will delve even deeper into this 
perspective and show how to simulate realistic emotional 
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phishing campaigns with open-source tools and how to interpret 
the results to make business decisions. 
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Chapter 9 

  

Annotated Glossary of Social Engineering and 
Emotional Phishing 

 

For information security professionals, mastering technical 
vocabulary is essential. But when the subject involves social 
engineering and emotional exploitation, some words take on 
specific and often subtle meanings, becoming tools as powerful 
as exploits or payloads. This annotated glossary brings together 
the most relevant terms discussed in this book, with clear 
explanations, contexts of use, and practical implications.​
 

1. SOCIAL ENGINEERING 

DefinitionA set of techniques that exploit emotional, 
psychological, and behavioral aspects to manipulate people and 
obtain information or access to systems. 

Comment:It's the human equivalent of exploiting vulnerabilities 
in systems. The difference is that the "payload" here is the 
narrative itself. 
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2. PHISHING 

Definition:A technique that uses fake messages, usually via 
email, to trick the victim into revealing confidential information 
or performing dangerous actions. 

Comment:In emotional phishing, the focus is on using triggers 
such as fear, faith, pleasure, or greed to create urgency or 
empathy.​
 

3. SPEAR PHISHING 

Definition:A variant of phishing targeted at specific individuals, 
with a high level of personalization. 

Comment:When combined with emotional profiles (e.g., recent 
loss, expected promotion), it becomes extremely effective.​
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4. VISHING (VOICE PHISHING) 

Definition:Attempted fraud using phone calls, in which the 
attacker impersonates someone trustworthy. 

Comment:Very common in emotional tech support scams, data 
kidnapping, or emotional extortion. 

 

5. BAITING 

Definition:Social engineering based on offering something of 
value (real or imagined) to lure the victim. 

Comment:Examples include intentionally "forgotten" USB 
drives or promises of exclusive content. 

 

6. PRETEXTING 

Definition:A technique in which the attacker creates a false story 
or identity to obtain information. 

Comment:Fundamental in attacks based on authority or faith. 
Ex: "I'm from the IT team, I need to reset your access." 
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7. PSYCHOLOGICAL PAYLOAD 

Definition:A message or emotional element constructed to 
cause an immediate impact and force an automatic reaction. 

Comment:It's not software. It's a phrase, an image, a title. For 
example: "Your intimate video has been leaked." 

 

8. EMOTIONAL TRIGGER 

Definition:A stimulus that triggers a specific emotion, reducing 
rational analysis and increasing impulsivity. 

Comment:The main emotions explored are: fear, pleasure, hope, 
guilt, greed, faith, and shame. 

​
9. ZERO-DAY HUMANO 

Definition: A concept that defines an emotional or cognitive 
flaw in the behavior of a person or group that has not yet been 
"corrected." 

Comment:While companies look for CVEs in software, the real 
access may lie in untreated emotions. 
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10. OSINT (OPEN SOURCE INTELLIGENCE) 

Definition:Gathering publicly available information for target 
identification. 

Comment:Used to build detailed emotional profiles by exploring 
social networks, blogs, and public interactions. 

 

11. AWARENESS 

Definition:A set of educational actions to increase awareness 
and the ability to identify security risks. 

Comment:It needs to evolve from "don't click on links" to 
"understand how you are being emotionally manipulated." 

 

12. SIMULATION CAMPAIGN 

(PHISHING SIMULATION) 

Definition:A controlled and authorized test that simulates a 
phishing attack to measure user response. 

Comment:When based on emotional engineering, it becomes a 
complete behavioral training program. 
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13. DIGITAL IMPULSIVE REACTION 

Definition:Automatic and irrational behavior in response to an 
online stimulus. 

Comment:The goal of all emotional phishing is to provoke 
exactly that. 

 

14. PSYCHOLOGICAL PERSISTENCE 

Definition:A mental state in which the victim continues to 
believe the narrative even after warnings. 

Comment:It reinforces the importance of having empathy and 
psychological support when responding to incidents. 

 

15. SAFETY CULTURE 

EMOTIONAL 

Definition:An organizational environment that recognizes 
emotions as part of the risk and invests in behavioral protection. 
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Comment:Companies that only talk about firewalls and MFA 
are protecting the wrong ports. 

 

Mastering vocabulary is a weapon of defense. Understanding 
terms not only by definition but also by their real-world effects 
allows security professionals to navigate between the technical 
and the human aspects with greater awareness. This glossary is 
not just a reference; it's an invitation to continuous emotional 
vigilance. 

 

 

May God bless and protect you. 

Author: Giuliano Paião 
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